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Abstract
For the safeguard of digital contents from beimgricepted by unauthorised parties is a very sgliggaue
in information security.Visual cryptography is thg of securing information by concealing the searage into
number of shares and these shares are distribotiedended recipients. This paper defines how tplément the

embedded extended visual cryptography scheme andxgperiment results like PSNR, UQI ,

pixel expamss

smaller, better visual quality of shares and enbarent in security reveals that this EVCS schenooispetitive

when compared with other EVCSs.
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I ntroduction

Whenever we transmit the data (image) over the
network, any unauthenticated person can read otar da
(image). In order to provide security to our dataage)
generally sender will encrypt the data and serid the
intended receiver and the receiver will decrypt the
encrypted data and uses it. With the increase in
popularity of internet, the security of digital dent
becomes a most significant demand.

Cryptography

Cryptography is an art of securing information.
It is the technique which is employed in protectihg
integrity or secrecy of electronic data by conveytihem
into unreadable (cipher text) form. The plain textfinal
text) is converted into cipher text(disguised texty the
method of converting the plain text into cipherttéx
known as encryption and the method by which theaip
text is converted into plain text is called Decrgpt

Plain Text [™

Encryption % Cipher Text

Cipher Text [ Decryption | Plam Text

Figure 1. Process of Cryptography

Visual Cryptography

Visual Cryptography is a technique which
allows visual information like pictures, text to be
encrypted in such a way that decryption becomesrg v
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easy operation that does not require any type of
computation or computer. The main idea of Visual
cryptography is to divide the original image (sécre
image) into number of images which are known asesha
and then with the help of transparency sheets,ethes
shares are printed out on these transparency sHdets
secret image is then revealed or reconstructed by
stacking or overlapping these transparency sheets
without any difficulty and that is why the decryti
process in visual cryptography is considered asstsy
one because the decryption is simply done by stgcki
the shares onto each other. For e.g. as givereifighre
given below, the two share (a) and (b) are whecksth
together the image revealed is the secret image.

Figure 2. Visual Cryptography Scheme
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Extended Visual Cryptography(EVCS)

Extended Visual Cryptography is a type of
Visual Cryptography which is capable of genexatin
meaningful shares and which reconstructs the intgge
overlaying some meaningful images together. Gelyeral
the EVCS takes a secret image and n original shares
images as input and output n shares which satisBet
conditions as follows:
(a) Any qualified subset of shares can recoversdwet
image.
(b) Any forbidden subset of shares cannot obtaip an
information of the secret image other than the sizéhe
secret image
(c) All the shares are meaningful images.

Embedded Extended Visual
(EVCYS)

The Embedded Extended Visual cryptography
scheme consists of two phases:
(a) Generation of covering Shares.
(b) Embedding VCSinto covering shares

Cryptography

(a) Generation of covering Shares:

The generation of covering shares are carried otht w
the help of half toning technique using ditheringtrix.

The dithering is a technique to simulate the display of
colors that are not in the current color paletteaof
image. Full colors are usually represented withuced
number of colors. It is accomplished by arrangihg t
adjacent pixels of different colors into a pattevhich
simulate colors that are not available.

The Halftoning is a method which is used to convert the
gray level images into binary images. The halftgnin
method uses the density of net dots to simulategtbg
level and transforms an image with grey level initgary
image before processing. The basic idea of halitpis
that the binary patterns of shares have no visnimg
and hamper the objective of visual cryptography.

The halftoning process is given below:

The halftoning process for each pixel in :

Input: The dithering matrix and a pixel with

Gray-level in input image

Output: The halftoned pattern at the position of the pixe
Forl=0toc-1do

Forj=0tod-1do

If g< Dij then print a black pixel at position (i, j);

Else print a white pixel at position (i, j);

(b) Embedding VCS into covering sharesWhen the
generation of meaningful shares have been completed
the embedding process is carried out and the poakes
embedding is as given below:
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The embedding process:

Input: The covering shares constructed in Section IV,
the corresponding VCS (C0,C1) with pixel expansion
and the secret image | .

Output: The embedded shares €0, €e1,..,en-1

Step 1: Dividing the covering shares into blockatth
contain £m) sub pixels each.

Step 2: Choose m embedding positions in each hlock
the n covering shares.

Step 3: For each black (respectively, white) pixel,
randomly choose a share matrix M € C1 (respectivdly

€ CO0).

Step 4: Embed the m sub pixels of each row of Hages
Matrix M into the m embedding positions chosen iepS

2.

The diagram shown below shows the complete process
of Embedded Extended Visual Cryptography Scheme:
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Creation of
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The Process of Embedded Extended Visual

Cryptography Scheme is shown as below:

(C) International Journal of Engineering Sciences & Research Technology

[27810-2813]



[Kaur, 2(10): October, 2013]

(1) Original ¥C5 encryption
(2) Generation of Covering Shares

(3) Embedded
Figure 3. Process of EEVC Scheme

The visual Quality of Shares are measured by two
numerical quantities:
a) PSNR
b) QUI
PSNR- Peak Signal to Noise Ratio. The PSNR is the
Ration of Maximum possible power of signal and powe
of corrupting noise. The Peak signal to noise ragio
given by:

PSNR=10 log 255

MSE

Conclusion

Nowadays there is a vital need to ensure the
information safety in network environment. The
Embedded Extended Visual Cryptography scheme is a
secret sharing scheme which shows better results in
terms of peak to signal ratio as compared to other
Extended Visual Cryptography Schemes and the eesult
are like expansion in image’s pixel is smalley, meed
of complementary sharesgecurity increases and better
visual quality of shareand also the experiment results
revels that the proposed scheme has the ability of
providing better visual quality of shares which is
considered and competitive as compared with other
embedded extended cryptography schemes.
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